[Tpunoxenue k npukasy Munoopuayku PC(5)
ot 20.10.2022 Ne 01-03/2400

IMamsaTka 11 00yyarmuxcst 00 MHPOPMALMOHHON 0€30IACHOCTH JAeTeil

Henb3s

1.  Bcem moapsm coo0marh CBOIO 4YacTHYIO HHGOpMAIHIO (HACTOSIIHE
ums, pamuinio, TenedoH, aapec, HoMep IIKOJIbL, a Takke ¢poTrorpaduu CBOH, CBOEH
CEMBU U ApYy3€ei);

2. OTKpBIBATH BIOKEHHBIE (DAMITBI 3IEKTPOHHOM MOYTHI, KOT1a HE 3HACIIIb
OTIPABUTEIIS;

3. ['pyOuTH, IPpUANPATHCS, OKA3bIBAThH IABJICHUE - BECTU CEOsI HEBEKIIUBO
Y arpeCCUBHO;

4. He pacnopsikaiicst JeHbraMmu TBOei ceMbu 0€3 pa3pelieHus CTapIinx -
BCErJla CIpalnBal poaUTEIICH;

3. He BcTpewaiica ¢ HHTEpHET-3HAKOMBIMU B PEAIbHOM JKU3HU -
IIOCOBETYMCA CO B3POCIBIM, KOTOPOMY JOBEPSIEUIb.

OcCTOpOXHO

1. He Bce nmumyt npaeny. Yuraeus o cebe HemnpaBay B MHTepHeTe -
c00011IM 00 ITOM CBOUM POJIUTEIISAM MM ONIEKyHAM;

2. [Tpurnamarot nepenucrBaThCs, UTPaTh, OOMEHUBATHCS - IPOBEPD, HET
JIM MI0JIBOXA;

3.  HeszakonHoe konupoBaHue (aitioB B IHTepHETE - BOPOBCTBO;

4. Bcerna pacckasbiBail B3pocCiibIM O Mpo0OJieMax B CETU - OHM BCEra
IIOMOTYT;

3. Wcnonb3yit HacCTpOMKKH OE30MacHOCTH W MPUBATHOCTH, YTOOBI HE
MOTEPSATH CBOU AKKAYHTHI B COLICETIX U IPYTUX MOPTAIAX.

MoxHo

1. YBaxkall Ipyrux ImoJjb30BaTeIe;

2. [Tonwp3yembess MTHTEPHET-UCTOYHUKOM - JI€JIald CCBUIKY Ha HETO;

3. OTKpBIBail TOJBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;

4. OOpamatbcs 3a TMOMOINBIO B3POCIBIM - POJUTENHU, OIEKYHBI U

AIMUHHUCTpaNus CalToOB BCCraa momMoryT

NudopmanuonHas naMATKA JJIs1 00yYAOIIHXCS /151 pa3MenieHns Ha
o(puIuAJIbHBIX HHTEPHET-pPecypcax

KomnbroTepHbie BUPYCHI

KoMmnpioTepHBIii BUPYC - 3TO Pa3HOBUAHOCTH KOMITBIOTEPHBIX MPOTpamMM,
OTIUYUTETFHOW 0COOCHHOCTHIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOKCHHIO.
B nmomonHeHwe K 3TOMY, BUPYCHl MOTYT MOBPEIUTH WIIA MOJHOCTHIO YHUYTOXKHUTH
Bce (haiibl U JaHHBIC, TOJKOHTPOJIBHBIE MOJIB30BATENI0, OT UMEHHU KOTOPOTO ObLIa
3alylieHa 3apaXeHHasl MporpaMma, a TaKXKe TMOBPEAWTh WJIM JTaXe YHUUITOXHUTH
OTIEPAIIMOHHYIO CHUCTEMY CO BcemH (paitlamu B 11e10M. B OONBIIMHCTBE ciiydaeB
pPacpOCTPaHSIOTCSI BUPYCHI U€pPE3 HHTEPHET.



MeTtoapbl 3alIUTHI OT BPEIOHOCHBIX POrpamMMm:

1. Hcnoisb3yii COBpEMEHHBIE ONEPAMOHHBIE CUCTEMbI, UMEIOIINE
CEPBE3HBII YPOBEHB 3aIUTHI OT BPEAOHOCHBIX IPOrPAMM;

2. [TocTosiHHO ycTaHaBnuBail mayTd (UUQPOBBIE 3aIUIATKH, KOTOpPbIE
ABTOMATUYECKM YCTAHABIMBAIOTCS C 1IEJIbI0 JIOPabOTKH MPOTpaMMbl) U JIpyrue
0OHOBJIEHUS CBOEH ONepallMOHHON cucTeMbl. CKauuBaid MX TOJIBKO ¢ OPUIIMATBHOTO
caiita pa3padotunka OC. Ecnu cyliecTByeT pexuM aBTOMaTH4eCKOro 0OHOBIICHHUS,
BKJIKOYH €T0;

3. Pabotait Ha cBoeM KOMMbIOTEpE MO IMpaBaMH MOJIb30BATENs, a HE
aJIMUHUCTpATOpa. OTO HE IMO3BOJHUT OOJIBIIMHCTBY BPEIOHOCHBIX MPOrpaMM
MHCTAJUIMPOBATHCSA HA TBOEM IIEPCOHAILHOM KOMIIBIOTEPE;

4. HNcnonb3yld aHTUBUPYCHBIE HPOTPAMMHBIC MPOAYKTbI H3BECTHBIX
MIPOU3BOIUTEIICH, C aBTOMATHYECKUM OOHOBJICHHUEM 0a3;

3. Orpannyb GU3UYECKUH TOCTYN K KOMIIBIOTEPY JUISl TOCTOPOHHUX JIUIT;

6. Hcrionp3yil BHENTHUE HOCUTENHN HHGOPMAIINH, TAKKE KakK (JIeTKa, TUCK
wiy (aiin U3 HHTEPHETa, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB,

7. He otkpeiBaii koMIbiOTepHBbIE (aiiiibl, TOJIYYEHHbIC U3 HEHAJEHKHBIX

UCTOYHUKOB. [laxke Te aitibl, KOTOpbIe MPHUCIaT TBOW 3HAKOMBIN. JlydIlle yTouHH
y HEro, OTIIPaBJIsiI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 310 He BUJ niepeiauu JaHHBIX, HE TEXHOJIOTHUS, a BCETO JINIIbL OpeH I,
mapka. Eme B 1991 romy HuumepnaHackash KOMIIAHUS 3aperucTpupoBajia OpeH.
"WECA", uto o6o3nauano cnoBocoueranue "Wireless Fidelity", xoTopsiii
NEePEeBOIUTCS Kak "0ecrpoBOIHAS TOUHOCTD'.

Jlo Hamero BpeMeHu Jonuia apyras abopeBuarypa, KOTopas sBIsSETCS TaKOM
xKe TexHosoruen. Jto abbpeBuatypa "Wi-Fi". Takoe Ha3BaHue OBLIO aHO C
HAMEKOM Ha CTaHAApT BbIciIel 3BykoBoi Texuuku Hi-Fi, 4to B mepeBoae o3navaer
"BBICOKAsi TOYHOCTB .

Jla, GecrulaTHBIM MHTEPHET-IOCTYI B Kade, OTENsIX U a’ponopTax sBISETCS
OTJIMYHOM BO3MOHOCTBIO BbIX0/1a B UHTEpHET. HO MHOTHE 3KCIIEPTHI CUUTAIOT, UTO
obmenoctynubie Wi-Fi cetu He SIBISIOTCS O€30M1aCHBIMH.

CoseTtbl 10 0€30M1aCHOCTH PadOTHI B 001IeI0CTYNHBIX ceTax Wi-fi:

1.  He mepenaBaii cBOIO JIMYHYI0 MHGPOPMAIMIO Yepe3 OOIIEIOCTYITHbIE
Wi-Fi cetu. PaGoTas B HUX, enaTeabHO HE BBOJAUTH MAapOJIU AOCTYIA, JIOTHHBI U
KaKHe-TO HOMEpa;

2. Hcnone3yit 1 OOHOBISN aHTUBHPYCHBIE MPOTrpamMMbl U OpaHamMayep.
Tem cambiM TBI 00€30MacHIlb ce0s1 OT 3aKaYKH BUpPyca Ha TBOE YCTPOUCTBO;
3. [Tpu ucnons3oBanuu Wi-Fi otkmoun ¢ynkmuio "OOmuil goctyn K

¢daitnam u npuntepam". JlaHHas (QyHKUMS 3aKphITa MO YMOJIYaHUIO, OIHAKO
HEKOTOpBIE M0JIb30BATENN aKTUBUPYIOT €€ JJIs YA0OCTBA UCIOJB30BaHus B paboTe

uim yueoe;

4. He ucnonw3yii myonuuneiii WI-FI nns mepegaum JUYHBIX JTaHHBIX,
HanpuMep ISl BBIXOAa B COLIMAIBHBIEC CETH WU B SJICKTPOHHYIO TIOYTY;

5. Hcnonb3yii ToNbKO 3amuuieHHoe coeauHenue depes HTTPS, a ne

HTTP, T.e. npu Habope Beb-aapeca BBoau uMeHHO "https://";



6. B mo6umibHOM Tenedone otkimroun ¢pynkiuio "llogkmouenne k Wi-Fi
aBTomaTnuecku". He momyckail aBTOMaTW4eckoro MOJKIIOYEHHUS YCTPOMCTBa K
cersiMm Wi-Fi 6e3 TBoero cormiacusi.

ConuanbHBIE CETH

CornuanbHbIe CETH aKTUBHO BXOJSIT B HAILY U3Hb, MHOTHE JIFOJIA PAOOTAIOT
¥ KUBYT TaM TOCTOSTHHO. MHOTHE MOJIh30BaTEIN HE MOHUMAIOT, YTO HH(pOpMAIIHS,
pa3MenieHHasi MU B COITUATBHBIX CETSIX, MOXKET ObITh HAalJIeHA U UCTIOJIb30BaHa KEM
YTOJHO, B TOM YHCIIC HE 00s3aTEIIBHO C OJIaTUMU HAMEPEHUSIMHU.

OcCHOBHBIE COBETHI 110 0€30IACHOCTH B COIMAJILHBIX CETAX:

1. Orpanudb CHUCOK Apy3ed. Y Tebs B APY3bsAX HE JOHKHO OBITh
CIIyYalHbIX U HE3HAKOMBIX JIFOJIEH;
2. 3amuinail CBOIO 4YacTHYIO >ku3Hb. He ykaspiBail maposiu, TeiaedOHBI,

ampeca, JaTy TBOETO POXIEHUS ©  JPYryl0 JHUYHYIO HWHGOPMAIIHIO.
310YMBIIIJICHHUKH MOTYT MCIIOJIb30BaTh Jake HH(PpOPMAIIMIO O TOM, KaK Thl U TBOH
POIUTENHN TUIAHUPYETE TPOBECTH KaHUKYJIIHI;

3. 3amuinai CBOIO pEemyTaluio - JEPKH €€ B YUCTOTE U 3ajaBail cebe
BOMPOC: XOTEN ObI ThI, YTOOBI APYTHE MOJIb30BATEIN BUIEIH, YTO Thl 3arpyKaclib?
[Toxymaii, mpesxie ueM 4To-TO OMyOJIUKOBATh, HAMKUCATH U 3aTPY3UTh;

4.  Ecnu Tl TOBOpHUIIL C JIOABMH, KOTOPBIX HE 3HACIIb, HE HCIOJIb3YH
CBOE peajbHOE UMS U JAPYTyIO JIMYHYIO HHPOpPMAIUU: UMs, MECTO >KUTEJIHCTBA,
MECTO yueObl U TIPOUee;

5. U306eraii pazmemienus ¢otorpaduii B UnTepuere, rae Tl n300pakeH
Ha MECTHOCTH, TI0 KOTOPOW MOYKHO OTIPEJIEITUTh TBOE MECTOIIOJIOKEHUE,
6. Ilpm perucrtpauuu B COLUHMAIBHOH CETH HEOOXOJMMO HCIOIB30BaTh

CJIO’KHBIE TIAPOJIU, COCTOAIINE U3 OYKB M IUPP U ¢ KOTMIECTBOM 3HAKOB HE MEHEE
8;

7. Jlns comuanbHOM CETH, TMOYTHI W JAPYTUX CaWTOB HEOOXOJAMMO
UCIIOJIB30BaTh pa3Hble Maposu. Toraa eciau Te0si B3JIOMAIOT, TO 3JI0YMBIILICHHUKH
MOJIy4aT AOCTYH TOJIBKO K OJHOMY MECTY, a HE BO BCE Cpasy.

DNEeKTPOHHbBIE JIEHbIU

ONEeKTpOHHBIE JEHBIU - 3TO OYEHb YJOOHBIM CIOCOO TMIIaTeXei, OJHAKO
CYILIECTBYIOT MOUIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TH JIEHbIH.

DNEKTPOHHBIE JEHbI'U NOSIBUIUCH COBCEM HEJIABHO U UMEHHO H3-3a 3TOT'O BO
MHOTHUX FOCYAapCTBaxX 0 CUX I1OpP HE IMPOMMUCAHO PO HUX B 3aKOHAX.

B Poccuu e oHM QyHKIMOHHUPYIOT U O HUX YK€ IIPOIUCAHO B 3aKOHE, TI€ UX
pa3aeNAoT Ha HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHUMHbIE. PazHuna B ToM,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3peliaercs NPOBOAMUTH omepanuu 0e3
UACHTU(UKAIIMY TI0JIB30BATENs], @ B HEAHOHUMHBIX WACHTU(UKALMS TI0JIb30BaTENS
SIBJISIETCS 00513aTEIbHOM.

Taxxe cremyer pa3nuuaTh dJCKTPOHHBIE (hUATHBIE JEHBIH (paBHBI
rOCYy/IapCTBEHHBIM BaJllOTaM) M D3JEKTPOHHbIE HE(PHUATHBIE JACHBIU (HE PaBHBI
rOCYJapCTBEHHBIM BAIFOTaM).



OcHOBHBIE COBETHI IO 0€30MACHO padoTe € JIEKTPOHHBIMH A¢HbIAMU:

1. [IpuBsku K cueTy MOOWJIBHBIN TeleoH. DTO camblii yJIOOHBIA U
OBICTPBII cIOCOO BOCCTAHOBUTD JOCTYII K cueTy. [IpuBs3aHHbIi TENE(OH TOMOXKET,
eciu 3a0y/ellb CBOM MJIATEKHBIM MapoJib WM 3aiijielllb HA CAUT ¢ HE3HAKOMOIO
YCTPOWCTBA;

2. Hcenone3yin ogHopasoBbie maponu. [locime mepexona Ha yCHUIIEHHYIO
aBTOpHU3alMi0 TeOe yxe He OylIeT yrposkaTth OMacHOCTb KpakKh WIIM IepexBara
IJIATEKHOTO MAPOJIs;

3. Bri6epu crnoxxsblil maposs. [IpectynHukam OyaeT He IPOCTO yraaaTh
CJIOKHBIN napoJib. HaziesxHble mapoiim - 3T0 MapoJid, KOTOPBIE COJIEpKaT HE MEHEE
8 3HAKOB U BKJIIOYAIOT B €051 CTPOYHBIE U MPONUCHBIE OYKBBI, IU(PBI U HECKOJIBKO
CUMBOJIOB, Takue€ KakK 3HaK JoJuiapa, (yHTa, BOCKIMLATENbHBIM 3HaK W T.II.
Hampumep, $tROng!;;

4. He BBOIM CBOM JINYHBIEC TAHHBIE HA CAWTaX, KOTOPHIM HE JTOBEPSICILIb.

DJIEKTpOHHAs To4Ta

DJIEKTPOHHAsl MOYTa - 3TO TEXHOJIOTHUS U MPEIOCTABISIEMbIE €10 YCIYTH IO
MEPECHUIKE U MOTYyUYCHUIO JICKTPOHHBIX COOOIIEHUN, KOTOPHIE PACTIPEICTISIOTCS B
KOMITBIOTEpHOU ceTH. (OOBIYHO SJICKTPOHHBIA TIOYTOBBIM SIIUK BBITJISIIAT
CIIEIYIONMM 00pa30M: UMS_TIOJIb30BATEIISI(@UMS_JOMEHA. TaKkke KpoMe mepeadn
MPOCTOTO TEKCTA, UMEETCSI BOBMOXKHOCTH MepeIaBaTh (paitiib.

OcHOBHBIE COBETHI 10 0e30MacHO padoTe ¢ ITEKTPOHHON MOYTOM:

1. Hano BbeIOpaTh mpaBWiIbHBIN MOYTOBBIM cepBUC. B mHTepHeTe ecThb
OTPOMHBIN BHIOOP OECIIATHBIX TTOYTOBBIX CEPBUCOB, OJIHAKO JIyUIlle JOBEPSTh TEM,
KOTO 3HAEUIb U KTO NIEPBBIA B PEUTUHTE;

2. He ykaspiBaii B nuuHON TouTe JUuHyI HHpopmaiuioo. Hampumep,
Jydiie BeIOpaTh "My3bIKalbHbINA (paHaT@" wim "pok2013" BMecTo "Temall";

3. Hcnonp3yil AByX3TAHYK aBTOPU3ALMIO. DTO KOrJa MOMUMO NapoJis
HY>KHO BBOJUTH KOJI, ITpUChUIaEMBbII 10 SMS;

4. BriGepu cioxHbIi aposs. JJis KaXaoro moYTOBOTO SIIUKA JTODKCH
OBITh CBOW HA/ICKHBIH, yCTONYMUBBIN K B3JIOMY NapOJib;

3. Ecnn ecth BO3MOXHOCTH HAalKMCaTh CAMOMY CBOW JIMYHBIM BOIPOC,
WCIIOJIB3YH 3Ty BO3MOYKHOCTb;

6. HNcnonb3yld HECKOJNBKO MOYTOBBIX SIIMUMKOB. [lepBbId 111 4acTHOM

NEPENUCKU C aJpecaTaMy, KOTOPBIM Thl JOBEPSEIIb. JTO IEKTPOHHBIN aJpec He
HAJI0 UCII0JIb30BaTh MPU PETUCTPALIMK HAa Popymax U calTax;

7. He otkpsiBaii ¢aiiisl U Ipyrue BIOXKEHUS B TUCbMaX, JaXKe €CIIU OHU
IPUILUIA OT TBOUX Jpy3eil. JIydiie yToyHu y HUX, OTHPABISUIM JIM OHU TeOE 3TH
Gbaiisr;

8. [Tocne oxoH4yaHusi pabOTHl Ha MOYTOBOM CEPBUCE NEpPENl 3aKPHITUEM

BKJIQJIKU C CAUTOM He 3a0y1b HaxkaTh Ha "BeiiATh".

KuGepOymiauHr v BUPTyallbHOE U3/1€BATEIBCTBO



KubepOymmuar -  mpecnenoBaHue  COOOIIEHUSMH,  COACPKAITUMU
OCKOpOJIeHUS, arpeccuro, 3aIyTUBAHHUE; XYJHTaHCTBO; collMagbHOe
OONKOTHPOBAHUE C MTOMOIIBIO PA3TMYHBIX HHTEPHET-CEPBUCOB.

OcHoBHBIE COBeTHI 10 00pbLle ¢ KUOEPOYNIMHIOM:

1.  He 6pocaiics B 60ii. JIyumuii crioco0: MOCOBETOBATHCS KaK ceOst BECTH
U, €CITK HET TOTO, K KOMY MOKHO OOpaTUThCS, TO BHAYAJIC YCIIOKOUTHCS. Ecim Thi
HAYHEIIb OTBEYaTh OCKOPOJEHHSIMH HAa OCKOpPOJICHHS, TO TOJBKO eIie OOJbIle
pa30xKeIIb KOH(PIUKT;

2. VYnpasinsii cBoeit kubeppernyTaimei;

3. AHOHUMHOCTH B ceTd MHUMAast. CyIIECTBYIOT CIIOCOOBI BBISICHUTD, KTO
CTOMUT 32 aHOHHUMHBIM aKKayHTOM;

4. He crout BecTu Xynuranckuii oOpa3 BUPTyaJIbHOM >ku3HU. IHTEpHET
(¢ukcupyeT Bce TBOM JACUCTBHUS U COXpaHIET UX. YJalIUTh UX Oyner KpaiiHe
3aTPyAHUTENBHO;

5. Co0buroall CBOXO BUPTYaIbHYIO YECTh CMOJIOAY;

6. WUrnopupyilt eauHuuyHbld HeratuB. OJHOpPA30Bble OCKOPOUTEIbHBIE

COO0O0ILIEHNS JTyullle UTHOPUPOBaTh. OOBIYHO arpeccus NpeKpaliaeTcst Ha Ha4aJlbHOM
CTaJnH;

7. ban arpeccopa. B nporpammax oOMeHa MTHOBEHHBIMH COOOIIICHUSIMH,
B COLIMAJIbHBIX CETAX €CTh BO3MOXKHOCTb OJIOKMPOBKM OTIIPAaBKU COOOILEHUH C
ONIPENEIICHHBIX aJIPECOB;

8. Eciu 1B cBuperens kubepOymiumHra. TBow JEHCTBHS: BBICTYNHUTH
IIPOTUB INIPECIENOBATENs, II0Ka3aTb €My, YTO €ro JEHUCTBUSA OLICHUBAKOTCSA
HEraTUBHO, IOJAEPKATh JKEPTBY, KOTOPOM HY)KHA IICHUXOJIOTHYECKas ITOMOIIb,
COOOIUTH B3pOCIBIM O (paKTE arpeCCUBHOIO MOBE/ICHUS B CETH.

MoO6unbHbIHN TenehoH

CoBpemeHHbIe cMapT(HOHBI U IJIAHIIETHI COIEPKAT B ceOe BIIOJHE B3POCIIbIN
GbyHKIIMOHAT, U TeNepb OHU MOTYT KOHKYpPHPOBaTh CO CTallMOHAPHBIMU
KoMmmnbroTepamu. OJIHAKO, CPEJICTB 3aIUThI JJIsl OJIOOHBIX YCTPOUCTB MOKA OYCHb
MaJio. TecTupoBaHKE U TOMCK YSI3BUMOCTEN B HUX IPOUCXOAUT HE TAK UHTEHCUBHO,
kak s [1K, To ke camoe kacaeTcst 1 MOOWIIBHBIX TPHUIIOKCHHM.

CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl yXKe MPaKTHUECKH JOTHAJIH
HACTOJIbHBIE AHAJIOTH, OJIHAKO pacHIMpeHre (PYHKIMOHANIA BJIEYET 3a COOOM
OOJBIIYIO CIIOKHOCTh ¥ MEHBIITYIO 3aIUIIEHHOCTb.

Jlanexko He Bce MPOW3BOIUTENH BBITYCKAIOT OOHOBIICHHUS, 3aKPBIBAIOIINE
KPUTHUYECKUE YSA3BUMOCTH JIJI1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /IJIs1 0€30MaCHOCTH MOOMJILHOTO TeJiepoHa:

1. Huuero He siBJIsSIETCSI MO-HACTOSIIIIEMY OeCIIaTHBIM. byab 0CTOpOKEH,
Bellb Korja Tebe mpeayararoT OecIUIaTHhId KOHTEHT, B HEM MOTYT OBITh CKPBITHI
KaKHUEe-TO TIJIaTHBIE YCIIYTH;

2. Hymait, ipexae 4yeM otnpaButh SMS, ¢oTo wim Buaeo. Tl TOYHO
3HACIIIb, TJI€ OHU OYyT B KOHEYHOM UTOTE?
3. Heo0xoammo 0OHOBISTH ONEPAMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Hcnonp3yit aHTUBUPYCHBIE POTPaMMBI 1711 MOOMJIBHBIX TEI€(POHOB;



3. He 3arpyxail nmpujioxkeHusi OT HEU3BECTHOIO HWCTOYHHUKA, BEIb OHHU
MOTYT COJIEpKaTh BPEIOHOCHOE MTPOrpaMMHOE 00eCIIeYEHHE;

6. Ilocme Toro kak Tbl BBIMJCHIb C CcaiiTa, II€  BBOAMJ JIMYHYIO
uH(opMaluio, 3aiiiM B HACTPOIKK Opay3epa 1 yaainu cookies;

7. Ilepuoanyecku mpoBepsii, Kakue IUIaTHBIC YCIYTH aKTUBUPOBAHBI HA
TBOEM HOMEDE;

8. Jlamaii cBOI1 HOMEp MOOMIBHOTO TeJIe(POHA TOJIBKO JIIOSM, KOTOPBIX ThI
3HaelIb U KOMY JI0BEpsICIlIb;

9.  Bluetooth qomken ObITh BBIKIIIOUEH, KOTIa THI UM HE MoJib3yeribes. He

3a0bIBail MHOT]a TIPOBEPSTH ITO.

Online urpst

CoBpeMeHHbIE  OHJIAWH-UTPBI - 3TO KpacOYHbIE, 3aXBaThIBAIOIIUE
pa3BieueHUs], OOBEIUHSIIONINE COTHU THICSY YEJIOBEK IO Bcemy Mupy. Urpoxu
UCCIIEAYIOT JaHHBIA UM MHUp, OOLIAIOTCA OPYT C APYrOM, BBIIOJHSIOT 3a/JaHus,
CpaXaroTcs C MOHCTPAMH U TOJIyYalOT OMNBIT. 3a YJOBOJBCTBUE OHM IUIATST:
MOKYHAIOT JUCK, OTUIAYMBAIOT AOOHEMEHT MJTH MIPHOOPETAI0T KaKKEe-TO OIIUH.

Bce Tu cpeacTBa uayT Ha MojJIep>KaHUE U pa3BUTHE UIPHI, a TAK)KE HA caMy
0€30I1aCHOCTh: COBEPIICHCTBYIOTCS CHUCTEMbI aBTOPU3ALIUHU, BBITYCKAIOTCS HOBBIC
naTuu (¢ poBbIe 3aIUIaTKU JUISI IPOTPAMM ), 3aKPBIBAIOTCS YSA3BUMOCTU CEPBEPOB.

B nmo1oOHBIX urpax CTOUT OMacaTbCs HE CTOIBKO CBOMX CONEPHUKOB, CKOJIBKO
Kpa)ki TBOETO MapoJisg, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPHU3AIMK OOJIBIITNHCTBA
urp.

OcHoBHbBIE COBEThI 10 0€30ITACHOCTH TBOEIr0 HUI'POBOIo aKKayHTa:

1. Ecnu gpyroit wurpok Beaer ce0d IUIOXO WM Co3JaeT Tebe
HEMPUSATHOCTH, 3a0JIOKUPYH €0 B CIUCKE UTPOKOB;

2. [Toxanyiicss aIMUHUCTPATOPAM UTPbI Ha IJIOXOE€ MOBEAEHUE 3TOTO
UTPOKA, JKEJIATENIBHO MPUIIOKUTh KAKME-TO 10KA3aTENbCTBA B BUAE CKPUHOB;

3. He yka3piBaii muuHyto nHpopMmaiuio B npodaiisie urpsl;

4. YBaxkal Ipyrux y4aCTHUKOB 110 UTPE;

5. He ycranaBnuBaii HeopuImaabHbIC TATIYH U MOJIBI,

6. Hcnonb3yl CII0)KHBIE U PAa3HbIE TTAPOJIN;

7. Jlaxxe BO BpeMs UI'pbl HE CTOUT OTKJIFOYATh aHTUBUPYC. [1oka TbI

UIpaellb, TBO KOMIBIOTEP MOTYT 3apa3UTh.

OUIIMHT WM Kpaka TUIHBIX JTaHHBIX

OOBIYHOM KpaXkeH JeHEeT W TOKYMEHTOB CETOIHS YK€ HUKOTO HE YAWBUIIID,
HO C pa3BUTHEM HWHTEPHET-TEXHOJOTHUN 3JIOYMBIIUICHHUKH TEPEMECTUIIUCh B
WHTEPHET, U MPOI0HKAIOT 3aHUMAThCS " ITFOOUMBIM" JICJIOM.

Tak mosBUIach HOBasi yrpo3a: WHTEPHET-MOIICHHUYECTBA WJIM (DUIIMHT,
IJIaBHAsA 1€Jb KOTOPOTO COCTOUT B MOJYYEHUU KOH(MHUICHIIMATBHBIX JaHHBIX
MOJIb30BaTeJICH - TOTUHOB U napoJieid. Ha anrnuiickom s3bike phishing untaeTcst kak
¢bumumHr (ot fishing - peiOHas 0B, password - TapoJib).

OcHoBHBIE cOBETHI 0 00pble ¢ PUIIHMHTOM:



1. Crnenu 3a cBouM akkayHTOM. Eciu Thl mo103peBaciiib, YTO TBOSI AHKETA
OblLJ1a B3JI0MaHa, TO HE0OX0AUMO 3a0JI0KMPOBATH €€ U COOOUTUTH aIMUHUCTPATOPaAM
pecypca 00 3TOM KaKk MOYKHO CKOpEe;

2. Hcnone3yit Oe3omnacHble BeO-CalThl, B TOM YHCIIC, HHTEPHET-
Mara3uHOB U ITIOMCKOBBIX CUCTEM;
3. Wcnone3yil cioxHbIe U pa3Hble mapoid. TakuMm oOpas3oM, eciau Tels

B3JIOMAIOT, TO 3JOYMBIIIJICHHUKH TOJXy4aT JOCTYN TOJBKO K OIHOMY TBOEMY
poITIo B CETH, a HE KO BCEM;

4.  Ecmu T1ebs B3nomanu, TO HEOOXOJUMO MPEAYNPEIUTh BCEX CBOUX
3HAaKOMBIX, KOTOpbIE€ J00aBJICHBI y T€OsI B IPY3bsiX, O TOM, UTO T€OS B3JIOMAJH H,
BO3MOXKHO, OT TBOETO UMEHU OYJET pacChUIaThCS CIIaM U CChUIKU Ha (PUIIMHTOBBIE
CaUThI;

5. VYcranoBu HagexHbIN naposib (PIN) Ha MoOUIBHBIN TenedoH;
6. OTkJII0YM coXpaHeHue napoJs B Opaysepe;
7. He otkpsiBaii ¢aiiisl U Ipyrue BIOXKEHUS B MUCbMax, JaXXe €CJIU OHU

NPUIIUTA OT TBOWX JApy3eil. Jlydiie yTouyHM y HUX, OTHPABISIIM JIM OHU TeOE ITH
(haitibl.

[Mudposas pemyrarus

[Mudposas penyTtaius - 5T0 HeraTUBHAs WM MO3UTHUBHAS MH(POPMAIIHS B CETU
o tebe. Kommpometupyromas nadopmanus, pa3MeluieHHas B UHTEPHETE, MOXKET
CEpbEe3HBIM O00pa30M OTpa3uThCs Ha TBOEH peanbHOM ku3HU. "Lludponas
pemyTanus" - 3TO TBOM UMUK, KOTOPBIN (popmupyercst u3 uHpopmaiuu o Tede B
UHTEpPHETE.

TBoe MecTO JKHTEIhCTBA, Y4eObl, TBOEC (UHAHCOBOE IOJIOKEHUE,
0COOEHHOCTH XapaKTepa U paccKasbl O OJIM3KHUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue HOAPOCTKH JIETKOMBICICHHO OTHOCSTCA K IyOJIMKAlluM JIMYHOU
uHpopmanuu B VHTepHeTe, He MOHMMAasi BO3MOXHBIX MOCIEACTBUNA. Thl gaxke He
CMOXeIllb JI0TaJaThcs 0 TOM, 4TO (oTorpadus, pa3MelleHHas 5 JeT Ha3aj, cTaja
NPUYMHOIN 0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazmenienue TBoux ¢ororpaduii u apyrue I1eHCTBUS MOTYT
HE MCUYE3HYTh JJaXKe MOCJIe TOTO, KaK Thl UX YAAJIUIIb. Thl HE 3HACIIb, KTO COXPaHUII
3Ty uH(GOpPMAaIHIO, TI0Taja JIM OHA B TOMCKOBBIE CUCTEMBI M COXPAHUIIACh JIU OHA, a
TJIaBHOE: YTO MOAYMAIOT O TeOe OKpYXAalolIe JII01, KOTOPble HaWIyT U YBUISAT
310. HaiiT uHpOpMaIio MHOTO JIET CIYCTS CMOXKET JI00O0W - Kak M3 J00pbIX
noOy>KJIeHUH, TaK ¥ C HAMEPEHUEM IPUUUHUTD BPEJl. ITO MOXKET OBITH KTO YTOIHO.

OcHOBHBIE COBETHI 110 321U TEe HU(PPOBOI penyTanum:

1. [Togymaii, mpexae 4em 4To-TO MyOJIMKOBATh U MepenaBath y ce0s B
0JI0T€ WU B COLIMAJIBHOM CETH;

2. B nacrpoiikax npodusisi ycTaHOBU OrpaHUYEHUS HA IPOCMOTP TBOETO
npoduIsi U €ro CoAEPKUMOTO, Ceal ero ToabKo "miist npy3en”;

3. He pasmemaii u He ykaspiBail MH(pOpMAIMIO, KOTOpas MOXKET KOro-
00 OCKOPOJISATh WJIU OOUKATh.

ABTOpCKOE NpaBo



CoBpeMEHHbIE IIKOJBHUKH - AKTHUBHBIE IOJIb30BAaTEIN IU(POBOTO
npoctpaHcTBa. OJHAKO [ajJ€KO HE BCE 3HAIOT, YTO I0JIb30BaHUE MHOTUMHU
BO3MOXHOCTSIMU  LUpoBoro  mupa TpeOdyer  coOMIOAeHUs MpaB  Ha
MHTEJUIEKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "WHTEIIEKTyallbHasi COOCTBEHHOCTh' OTHOCHUTCS K Pa3IMYHBIM
TBOPEHHUSAM YEJIOBEUYECKOrO0 YMa, HayMHasi C HOBBIX H300pETEHUIl W 3HAKOB,
0003HaYarOMMX COOCTBEHHOCTh Ha MPOAYKTHI M YCIYyTH, U 3aKaHYMBAas KHUTaMH,
dororpadusamMu, KHHOPHUIBMaMU U MY3bIKAJIbHBIMH ITPOU3BEACHUSMH.

ABTOpCKHE TpaBa - 3TO MpaBa Ha UHTEIUIEKTYaJbHYI0 COOCTBEHHOCTh Ha
IIPOU3BEIECHUS HAYKH, JIUTEPATYPbl U UCKYCCTBA. ABTOPCKHE MPaBa BBICTYNAIOT B
KayecTBE TapaHTUU TOrO, YTO HMHTEJUIEKTYalIbHBIN/TBOPUYECKUN TPyIl aBTOpa HE
OyAeT HampacHbIM, JacT €My CIIpaBeUIMBbIE BO3MOXKHOCTH 3apaboTaTh Ha
pe3yibTaTax CBOEro TpyAa, MOJYYUTh HM3BECTHOCTh M Ipu3HaHue. Hukto 0e3
paspelieHuss aBTOpa HE  MOXKET BOCHPOM3BOAUTH €ro  IPOU3BEICHUE,
pacnpocTpaHsiTh, MyOJWYHO JAEMOHCTPUPOBATh, MpPOAaBaTh, HMIIOPTUPOBATH,
MyCKaTh B MPOKAaT, MYOJIMYHO HCIONHATH, MOKA3bIBATH/UCHOIHATh B 3QUpPE WIH
pa3menath B IHTepHeTe.

Hcnonb3oBanue "muparckoro" MmporpaMMHOIO  OOECHEYeHHUsS  MOKET
OpUBECTH K MHOTUM pHUCKaM: OT MOTEpU AAHHBIX K TBOUM aKKayHTaM J0
OJIOKUPOBKH TBOETO YCTPOMCTBA, I/I€ yCTAaHOBJICHA HellerayiibHas nporpamma. He
CTOUT TaK)Ke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIbHbIE U OECILIaTHBIE MPOrPaMMBlI,
KOTOPBIE MOKHO HAaWTH B CETH.



